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Abstract: Digital color image is very famous and important data type; it is used in many important vital 

applications such as banking systems, protection and security systems, so image protection is required. In this 

research paper we will introduce a simplified method of color image encryption-decryption; the method will be 

based on image segmentation and reordering using two private keys, it will be tested and implemented using 

various color images. The issues of security, efficiency and accuracy will be discussed; the obtained 

experimental results will be analyzed in order to raise some enhancement factors.  
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1. Introduction 
Digital color Image (DCI) [1],[2], [3], [4]is a famous and important data type and it is usually 

represented by a 3D matrix [5], [6], [7], [8], the first dimension is reserved for the red color, the second for the 

green, while the third one is reserved for the blue color [9], [10], [11]. The pixel color is obtained as a result of 

mixing the three colors. Each individual image color matrix is a 2D matrix and it can be accessed separately if 

want to,  also we can reshape the 3D matrix to 2D or 1D matrices depending on the way of image manipulation,  

figure 1 shows a sample of DCI with the histogram of each color [12], [13], [14], [15]. 

 
Figure 1: DCI sample 

 

The digital image is one of the most important types of data currently circulating and its importance 

lies in it being used in many vital applications that need a high level of protection that prevents intruders and 

unauthorized people from accessing it [16], [17], [18]. 

The digital image may contain important information [19], [20], [21], or the image may be of a 

personal nature and has a specific privacy that cancels the process of viewing it from any other party that is not 

authorized [22], [23], [24], [25], which requires the destruction of the image and deforming it using the 

encryption process so that the image becomes safe and out of reach of unauthorized persons. Therefore, the 

encrypting process means that the original image is transformed into a distorted image that cannot be understood 

with the naked eye and difficult to retrieve using the programmed methods. As for the decrypting process, it 

means retrieving an image identical to the original, without losing any information from the image [26], [27], 

[28].  
 

The effectiveness of the coding method is measured by several things, the most important of which are: 
 The time of coding and decoding, the less this pomegranate, the more effective the method [36], [37]. 

 The error rate between the original image and the encoded image, which must be very high, which in 

turn reflects the complete distortion of the image. 

Sample image
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 Zero error ratio between the original image and the re-encoded image [38]. 

 A high level of protection prevents intruders from spying on the image [29], [30], [31]. 
 

Symmetric data encryption-decryption as shown in figure 2 applies the encryption and decryption 

processes using the same private key (PK), this key must be known by the sender and the receiver when 

transferring the data (sometimes we can use more than one PK), the encryption process will take PK and 

performs some selected operations using the original data and the PK to get the encrypted data, the sequence of 

performed operations also must be known by the receiver[39], [40], [41].   
 

 
Figure 2: Encryption-decryption process 

 

2. Related works 
Many methods were introduced to encrypt-decrypt color image, some of these methods were based on 

image blocking and XORING the created blocks by a private key [31], [32], [33], [35], [41], in [34], and others 

were based on matrix multiplication of the original image and a special generated private key matrix [30]. In 

[37] the authors used matrix reordering principle, while in [39] the encryption was based on based on 3D 

Chaotic Cat Maps. In [40] the authors introduced a method based on Rubik's Cube principle; these methods will 

be implemented to make comparisons with the proposed here method. 

Any good method for color image encryption-decryption must have the following features [24], [25], [26]: 

- Efficient by minimizing the encryption-decryption times, and maximizing the method throughput and 

speedup. 

- Simple by using simple procedures to handle the process of encryption-decryption. 

- Accurate by minimizing mean square error (MSE) and maximizing peak-signal-to-noise-ratio (PSNR) 

between the original image and the decrypting one, so the decrypted image is completely identical to 

the original image [28]. 

- Secure to make it impossible or very difficult to hack the encrypted image, and destroying the original 

image, so the encrypted image not became understandable to seeing with the eye, here the method must 

provide a maximum MSE value and a minimum PSNR value [27]. 
 

3. The proposed method 
The proposed method is based on reshaping the original color image into one raw matrix, dividing this 

matrix into segments with different sizes, inverting the segment elements and then applying XORING of each 

segment with the associated part of the private key. 

The proposed method uses two private keys as shown in figure 3, the first private key (PK) is a huge 

matrix to be used as a data bank for extracting a sub-keys for the segments. The second private key is secret 

ranges (SR) to be used to separate the image into different segments, the two keys are to be kept in secret and 

they are known only by the sender and receiver. 
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Figure 3: Proposed method diagram 

 

The encryption process will be implemented applying the following steps: 

1) Load PK. 

2) GET SK. 

3) Reshape the original image into one raw matrix. 

4) Divide the raw matrix into segments depending on SK. 

5) Reorder the elements of each segment. 

6) From PK extract a sub-key for each segment. 

7) Apply XORING using each segment and the associated sub-key. 

8) Combine the segments into one raw matrix. 

9) Reshape one raw matrix into 3D matrix to get the encrypted image. 

 

The decryption process will be implemented applying the following steps: 

1) Load PK. 

2) GET SK. 

3) Reshape the encrypted image into one raw matrix. 

4) Divide the raw matrix into segments depending on SK. 

5) From PK extract a sub-key for each segment. 

6) Apply XORING using each segment and the associated sub-key. 

7) Reorder the elements of each segment. 

8) Combine the segments into one raw matrix. 

9) Reshape one raw matrix into 3D matrix to get the decrypted image. 
 

4. Implementation and experimental results 
The proposed method was implemented using various images, figures 4, 5, 6 and 7 show a sample of 

the output generated after processing various method steps: 

 
Figure 4: Original image 
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Figure 5: Reordered segmented image 

 

 
Figure 6: Encrypted image 

 

 

 
Figure 7: Decrypted image 

 

We selected several color images, then we implemented the proposed method of encryption-decryption, the 

experimental results are shown in table 1:  
 

Table 1: Experimental results 

Image Size (byte) ET(seconds) DT(seconds) PSNR between 

original and  

encrypted 

images 

Throughput(byte 

per second) 

1 151875 0.0020 0.0020 7.8342 75937000 

2 150849 0.0020 0.0020 7.1020 75424000 

3 518400 0.0050 0.0050 7.7367 64800000 

4 5140800 0.0740 0.0740 8.3368 69470000 
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5 4326210 0.0600 0.0600 8.3765 72104000 

6 122265 0.0020 0.0020 8.9170 61132000 

7 518400 0.0070 0.0070 7.3474 74057000 

8 150975 0.0020 0.0020 8.4069 75487000 

9 151353 0.0020 0.0020 7.3284 75676000 

10 1890000 0.0270 0.0270 7.5659 70000000 

11 6119256 0.0860 0.0860 9.6703 71154000 

12 150876 0.0020 0.0020 8.0780 75438000 

13 150738 0.0020 0.0020 8.6319 75369000 

14 151875 0.0020 0.0020 6.7169 75938000 

15 2500608 0.0360 0.0360 7.3243 69461000 

Average 1479632 0.0207 0.0207 7.9582 72096000 

 

From the obtained experimental results we can raise the following facts: 

- The proposed method is very efficient by providing significant small times for encryption and 

decryption. 

- The proposed method is highly secure by using various keys of encryption-decryption: the PK and SR. 

- The received encrypted image was a damaged and destroyed version of the original, because PSNR 

value between the original image and the encrypted one was always low. 

- PSNR value between the original image and the decrypted one was always infinite, which means that 

there is no loss of information, and the decrypted image is identical the original one.  

- The average throughput is very high and it reaches 72 M byte per second. 

  For comparisons purposes the proposed method results were compared with other methods results, table 2 

shows the results of comparisons. 

 

Table 3: Methods comparisons 

Method Encryption time 

(s) 

Decryption time 

(s) 

Throughput (M 

bytes) 

Speedup of the 

proposed 

method 

Order 

Proposed   0.0207 0.0207 72.096000 `1 1 

Ref. [27] 0.0513 0.0513 29.2398 2.4783 2 

Ref. [34] 0.06469 0.062727 23.1876 3.1251 3 

Ref. [36] 0.23 0.23 6.5217 11.1111 5 

Ref. [37] 0.5 0.5 3 24.1546 7 

Ref. [38] 0.4 0.4 3.7500 19.3237 6 

Ref. [39] 0.12 0.12 12.5000 5.7971 4 

Ref. [40] v.1 0.56 0.56 2.6786 27.0531 8 

Ref [40] v.2 1.01 1.01 1.4852 48.7923 9 

 

From table 3 we can see that the proposed method adds a good enhancement to process of color image 

encryption-decryption. 
 

Conclusion 
A method of color image encryption decryption based on multiple private keys was proposed, tested 

and implemented. The obtained experimental results showed the proposed method is efficient, accurate and 

highly secure, it can added some enhancements in the encryption-decryption process by providing a high level 

of image protection. 
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