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Summary: A multisignature scheme is a digital signature scheme that allows multiple signers to generate a
single signature in a collaborative and simultaneous manner. In this paper we first review of the digital
multisignature schemes using elliptic curvers and elliptic curve version of the multisignature scheme with
distinguished signing responsibilities. Then, we propose a new multisignature scheme with distinguished
signing responsibilities. In this scheme, each group member has distinguished signing responsibility and partial
contents of the message can be verified without revealing the whole message. Our proposed scheme is more
efficient than the scheme reviewed and capable of application in practice.
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I. INTRODUCTION
Digital signatures can be classified into two main categories: single signature and multiple signature
(or multisignature) . Single signature refers to the cases where only one party signs a document, while multiple
signature refers to the cases where more than one party sign a single document.
The digital signature schemes in use today can be classified according to the hard underlying
mathematical problem which provides the basis for their security [1]:

1. Integer Factorization schemes, which base their security on the intractability of the integer factorization
problem. Examples of these include the RSA and Rabin signature schemes.

2. Discrete Logarithm schemes, which base their security on the intractability of the (ordinary) discrete
logarithm problem in a finite field. Examples of these include the EIGamal, Schnorr, DSA, and Nyberg-
Rueppel signature schemes.

3. Elliptic Curve schemes, which base their security on the intractability of the elliptic curve discrete
logarithm problem.

The indicated problems are hard, if the used primes and elliptic curves satisfy special requirements [2,
3]

In 1983, Itakura and Nakamura [4] proposed the first multisignature scheme. It let multiple signers
collaboratively sign the same message and the resultant multisignature can be verified by a group of verifiers to
check whether it is valid or not. Since then, several multisignature schemes have been proposed [5-7].

The application of digital multisignature can be found in some secret sharing applications. For
example, a company's policy may require multiple managers to sign any business contract. Digital
multisignature scheme enables this internal policy effectively. Each manager has to use his individual secret key
to sign the same document and all individual signatures can be combined into a single multisignature. However,
to any external verifier, this multisignature is just a normal signature that can be verified by using the company's
public key, which is a product of all public keys of the signers. In the multisignature schemes proposed in [8],
all group members hold the same responsibility of signing the document.

In fact, there are some applications that need to use multisignatures with distinguished signing
responsibilities. For example, a company releases a document that may involve financial department,
engineering department and program office. Each entity is responsible of preparing and signing a particular
section of the document. The signing responsibility of engineering department may have no interest to read the
content prepared by the financial department. However, the combination of all sections represents the company's
document. The company's document should be easily verified by any outsider using company's public key. For
the sake of confidentiality, same verifier may be restricted to access and verify only some sections of the
document.

In this paper, we first review of the digital multisignature schemes using elliptic curvers [8] and elliptic
curve version of the multisignature scheme with distinguished signing responsibilities [9]. Then, we propose a
new multisignature scheme with distinguished signing responsibilities.
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We will organize this paper as follows: In section I1, we will introduce elliptic curve digital schemes.
Brief reviews of the digital multisignature schemes using elliptic curvers in [8] will be introduced in Section Il1.
In Section 1V, we will describe the elliptic curve version of the multisignature scheme with distinguished
signing responsibilities proposed in [9]. In Section V, we will propose a new multisignature scheme with
distinguished signing responsibilities. Section VI, we will present example for our scheme. Finally, a conclusion
will be given in Section VII.

I11. ELLIPTIC CURVE DIGITALSIGNATURE SCHEMES

Many researchers have examined elliptic curve cryptosystems, which were firstly proposed by Miller
[10] and Koblitz [11]. The elliptic curve cryptosystems which are based on the elliptic curve logarithm over a
finite field have some advantages than other systems: the key size can be much smaller than the other schemes
since only exponential-time attacks have been known so far if the curve is carefully chosen [2], and the elliptic
curve discrete logarithms might be still intractable even if factoring and the multiplicative group discrete
logarithm are broken.

Elliptic curve cryptosystem is widely used in several digital signature schemes, such as threshold
signature scheme, proxy signature scheme, blind signature, and so on. For the elliptic curve over finite field see
more details in [12].

JJJ. DIGITAL MULTISIGNATURE SCHEMES USING ELLIPTIC CURVES

In this section we describe the elliptic curve version of the multisignature scheme proposed in [8]. It
contains three phases: key generation, multisignature generation, and multisignature verification. We review
their scheme briefly as follows:

We assume that there are t signers, 1 <i <t to sign the same message me {0, 1}*.

A. Key Generation
Firstly, we choose elliptic curve domain parameters ([2, 12]):
1. Choose p a prime and n an integer. Let f(x) be an irreducible polynomial over GF(p) of degree n,
generating finite field GF(p”) and assume that « is a root of f(x) in GF(p”).
2. Two field elements a, beGF(p”), which define the equation of the elliptic curve E over GF(p) (i.e., y?
=x3+ ax + b in the case p> 3, where 4a3 + 27b? £ 0).

3. Two field elements x, and y, in GF(p~), which define a finite point P = (X,, y,) of prime order q in
E(GF(p") (P # O, where O denotes the point atinfinity).
4. The converting function c¢(x): GF(p") — Z,. which
is given by:
‘ n-1
C(X)=Y Ck P'E Z p, X =Y i€ GF (p"), 0= ci<p.
i=0
The operation of the key generation is as follows:

1. Each signer randomly selects an integer d; from the interval [1, q - 1] and computes a corresponding
public key as the point: Q; = d;P.

2. Compute the public key Q for all signers, which is equal to the sum of all individual public keys Q =
Q1+ Q2+ ot Qt: dP = (XQ, yQ), where d = d1+ d2+ .ot dt (mOd q)

3. Let H be a one-way hash function such as SHA-1.

B. Generating the Multisignature
Each signer U;, 1 <i <t executes next steps:

1. Randomly selects a number k;€ [1, g - 1] and computes:
Ri= k,P = (XRix yRi)n I<i<t.
2. Converting the x-coordinate of point R; into the integer r; = c(Xg; ), Where c(x) is the converting
function. The values r; is broadcast to the other signer.
3. Oncer;, 1 <i<t,are available through the broadcast channel, each signer computes the commitment r
as
r=ri+r,+..+r.(modQq).
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4. Uses his secret keys, d; and k;, to sign the message m. The signer U;computes
si= diH(m) - kir (mod q).
5. Transmits the pair (m, s;) to the clerk.

Once the clerk receives the individual signature (r;, s;) from U;, he needs to verify the validity of this
individual signature. The verification procedure is to compute the point
r= (Xeis yei) (mOd q)a 1< i <t

Once all individual signatures are received and verified by the clerk, the multisignature of the message
m can be generated as (r, s), where s =s; + s, + ... + 5, (mod q).

C. Verifying the Multisignature
Since individual signatures (r;, s;), 1 <i <t, satisfy

(r Hm) mod q)Q - (rsmod g)P = (X, , Ve ),l <i<t.
Adding the above equations from 1 through t, we obtain
(r H(m) mod g)Q - (rsmod q)P = (Xe, Ye ). Wheres=s; +s,+ ... +s,(mod ), Q=Q; + Q + ... + Q; = dP = (Xq,
Yo) and r = c(x¢)(mod q). In other words, the verifier computes the point (X, ye) and check if r = c(x.)(mod q). If
this is true, then (r, s) is accepted as the valid multisignature of the message m signed by the users U;, 1<i <t.
commitmentr as

r=ri+nr+..+r(modaq).

Each signer U;, uses his secret keys, d; and k;, to sign the message M = H(H(m,), H(my), ... , H(m,)), where
H(H(my), H(my), ... , H(m¢)) means the hash value of the concatenation of H(H(my), H(m,), ... , H(m,)). The
signer U; computes
si=d;M-k;r(mod q).
and transmits the pair (M, s;) to the clerk.

Once the clerk receives the individual signature (r;, s;) from U;, he needs to verify the validity of this
individual signature. The verification procedure is to compute the point

(r M mod q)Q; - (r simod q)P = ( Xei , Yei ), 1 <i<tand check
ri= ( Xei, Yei) (Mod ), 1I<i<t.

IV. Multisignature Scheme with Distinguished Signing Responsibilities
In this section we describe the elliptic curve version of the multisignature scheme with distinguished
signing responsibilities proposed in [9]. It contains three phases: key generation, multisignature generation, and
multisignature verification. We review their scheme briefly as follows:

The elliptic curve domain and the key generation are the same as in Section I11.

A. Generating the Multisignature

We assume that there are t signers U;, 1 <i <t. Instead of signing the same message m directly, each
signer should prepare a section of message me {0, 1}* that he is responsible of and broadcast H(m;) to all other
signers, where H is the one way hash function.

The operation of generating the multisignature with distinguished signing responsibilities is as follow:

1. Thesigner U;, 1 <i <t, randomly selects a number k;€[1, q - 1] and computes Ri= kiP = ( Xgj, Yri),1 <1<
t.

2. Converting the x-coordinate of point R; into the integer r; = c(Xg; ), where c(x) is the converting
function.

The values r; is broadcast to the other signer.

3. Oncer, 1 <i<t, are available through the broadcast channel, each signer computes the Once all
individual signatures are received and verified by the clerk, the multisignature of the message m = (my,
m,, ...,m,) can be generated as (r, s), where s =s; + s, + ... + 5, (mod q). Since each signer is responsible
of preparing a section of message m, the pair (r, s) is a digital multisignature with distinguished signing
responsibilities.
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B. Verifying the Multisignature
The verifier computes the point

(rMmod g)Q - (rsmod g)P = ( Xe, Ve )-
wheres =s; + s, + ...+ s, (mod g), Q =Q; + Q, + ... + Q; =dP = (Xq, Yo) and r = c(x¢)(mod q). In other words,
theverifier computes the point (Xe, Ye) and check if r = c(x)(mod q). If this equality holds, the pair (r, s) is a
digitalmultisignature with distinguished signing responsibilities of the message m.

Instead of signing the message H(m;, m,, ..., my), each signer needs to sign the message M = H(H(m,),
H(m,), ..., H(my)). The computation of H(H(m,), H(m,), ..., H(m,)) isfaster than that of H(m, m,, ..., m;) because
each signer needs only to compute his own H(m;) and the other H(m;), j

#1, 1<1, j <t, has been computed by the other signer.

In the case some verifies only allowed to access partial contents of the message, the partial contents can
still be verified using the group public key without revealing whole message. This feature can be achieved by
just providing the one way hash values of the inaccessible contents to the verifier. But in fact this is very
difficult to implement because of the complexity of verifying procedures at each verifier. So this scheme is not

high realic.
In the next section, we will propose a new digital multisignature scheme allows overcoming the

drawbacks pointed out by this scheme.

V. Our Proposed Scheme
In this section we describe the proposed multisignature scheme with distinguished signing responsibilities.

The elliptic curve domain is the same as in Section I11.

In this scheme, instead of signing the message M = H(H(m,), H(m5), ..., H(m,)), each signer just needs
to signthe message H(m;) their respective.

A. Key Generation
1. Each signer randomly selects an integer d; from the interval [1, g - 1] and computes a corresponding
public key as the point: Q; = d;P.
2. Compute the public key Q for all signers, which is equal to the sum of all individual public keyshash
value of ith signer.

t = (Xq. Yo), where H(m;)

Let H be a one-way hash function such as SHA-1.
s=Ysimod gi=1

The multisignature of the message m = (my, m,, ...,m;) can be generated as (e, s). Since each signer is
responsible of preparing a section of message m, the pair (e, s) is a digital multisignature with distinguished
signing responsibilities.

C. Verifying the Multisignature
1. Using the pair (e, s) compute value R": R’ =eQ + sP t
Q=X H(M)Qi

2. Compute e’ = Xz mod . i=1

3. Compare values €' and e.
If this equality holds, the pair (e, s) is a digital multisignature with distinguished signing
responsibilities of the message m.
Proof formula in the process of verifying the multisignature:

The public key Q for all signers, which is equal to the sum of all individual public keys

t t

www.ijlret.com 44 | Page



International Journal of Latest Research in Engineering and Technology (IJLRET)
ISSN: 2454-5031
www.ijlret.com || Volume 06 - Issue 11 || November 2020 || PP. 41-47
Q=X H (m)Q=x H (m)d; P.
i=1 i=1
D. Generating the Multisignature
1. Thesigner U;, 1 <i<t, randomly selects a number ki€[1, g - 1] and computesRi=kiP= (Xg;,Yri),1 <i<t.

Once R;, 1 <i <t, are available through the broadcast channel, each signer computes the commitment R as
R=R;+ R, +... +R;(mod q).

2. The first part e of the signature (e, s) is computed using formula:
e = (Xg) modJ,
where choose ¢ is a prime greater than or equal to 160 bits [13].
3. Each signer U;, uses his secret keys, d; and k;, tosign the message H(m;) their respective. The signer U;
computes

si=(k —eH(m;)d;)mod g and transmits s; to the clerk.

Once the clerk receives the individual signature (r;, s;) from Uj;, he needs to verify the validity of this
individual signature. The verification procedure is to compute the point

( (xR;) modd )Q; + siP = (xej, yei ), 1 <i<tand check
Ri= (XeiaYei) (mOd q)s I<i<t
4. Compute the second part s of the signature:
Value s; calculated by the formula:
si=(ki—eH(m;)d;)mod g
Thus
> si =X ki—eX H (m)Qimod g
i=1
Value R' used to calculate the first part of the verify equation, calculated by the following formula:
R’ =eQ+sP=e} H (m)Qi+(Xki— ex H (m;)di)P
=e(X Hm)di)P + (X ki — e H(m;)di)P
t
=Y kP =R.
i=1

Next, e’ = Xz mod 0 = Xg mod J = g, i. €, the correctness of the procedures for generating and verifying
digital signature is proved.

In this scheme, instead of signing the message M = H(H(m;), H(m,), ..., H(m,)) of each signer, each
signer justneeds to sign the message H(m;) their respective. The computation of H(m;) is faster than that of
H(H(my), H(m5), ..., H(m,)) because each signer needs only tocompute his own H(m;).

Since not calculated inverse element in process of veriying as well as the operation of the scheme done faster.

However, in the case some verifies only allowed to access partial contents of the message, this scheme
also has disadvantages such scheme in Section IV (must provide the one way hash values of the inaccessible
contents to the verifier).

The proposed scheme possess the following advantages:
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1. The digital signature length is sufficiently small and does not depend on number of signers (the
multisignature length is equal to the length of individual signature provided by the underlying signature
algorithm);

2. The standard public key infrastructure (PKI) is used,;

3. The scheme can be efficiently used in practice for simultaneous signing a contract with distinguished
signing responsibilities;

4. The secure is as secure as elliptic curve schemes is secure.

The last fact can be proved using the technique applied in [14] to prove security of the collective DS
regarding to the following two types of general attacks.

The attack of the first type corresponds to forgery of the multisignatue.

The second type attack corresponds to scenario of the calculating the secret key of one of the signers,
which shares a multisignature.

In the first attack it is assumed that t— 1 legitimate signers attempt to create a multisignatue
corresponding to t signers.

In the second attack it is assumed that t— 1signers that shares some multisignatue (e, s) with the tth
signer are trying to compute the private key of the tth signer.

It has been proved [14] that any successful method to perform any of the attacks allows breaking the
underlying DS algorithm.

A modification of this scheme allows integrity checking more efficient and capable of application in
practice is proposed as follows:

All steps are implemented remain, except the following changes: With t signers U;, 1 <i <t, instead of
signing the message H(m;) their respective, (t — 1) signer needs to sign the message H(m;) their respective, 1 <'i
<t -1, where message m = (mg, my, ..., M¢g). The last signer (who authorized the highest) needs to sign the
message H(m).

On the receipt, the verifier entitled to receive the full message will check the signature on behalf of the
whole group.

VI. Conclusion
In this scheme, each group member has distinguished signing responsibility and partial contents of the
message can be verified without revealing the whole message. Thus the proposed scheme is efficient as
solutions of the problems of simultaneous signing a contract and package of contract, which suites well for
practical application..
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