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Designing Frameworks for Reliability in Deep Learning Systems
Ayse Kok Arslan

Abstract: There has been a great amount of progress in deep learning models in the last decade. Such models
are most accurate when applied to test data drawn from the same distribution as their training set. However, in
practice, the data confronting models in real-world settings rarely match the training distribution.

This study explores the use of co-design approaches for developing reliable design frameworks for deep
learning systems.It aims to raise awareness on how to develop reliable ML models within the context of
recommender systems. While much work needs to be done in this field, the study providessuggestions and
practical tips for how to develop reliable ML models such as in the case of recommender systems.

Introduction

There has been a great amount of progress in deep learning models in the last decade. While the Al
(artificial intelligence) communitystrives for providing openness and transparency within Al research, the
inherent challenges of the field remain unchanged.One of the main issues is that when it comes to testing and
experimentation, the data confronting models in real-world settings rarely match the training distribution. In
addition to this, given the huge costs of running the models it becomes more challenging to make design
judgements.

Given the plethora of these unresolved issues, this study aims to provide a review of co-design
approaches for developing reliable design frameworks for deep learning systems. It starts with a brief overview
of Al and co-design approaches. Next, it sheds light onto model architecture, especially for ranking and
recommender models as the practical tips and suggestions relate to the context of a recommender platform. By
doing so, it aims to raise awareness on how to develop reliable ML models.

Although the study provides an architecture and model recommendations specifically for a recommender
system, the main points should be relevant for any other ML-driven model as well.

Review of Existing Studies

Design involves making good judgments in pursuit of desirable design outcomes. Design judgments do
not follow a formallinear or rule-based process,yet emerge depending on the designer’s experiences and the
contextual aspects of the design situation (Dunne, 1999; Nelson & Stolterman, 2014).

When it comes to making design judgments for machine learning (ML), the process can become more
challenging. The generic definition of "an Al system" is a single unified software system that can reliably pass
theadversarial Turing test in which the human judges are instructed to ask interesting and difficult questions,
designed to advantage human participants, and to successfully unmask the computer as an impostor.

"Unified" means that the system is integrated enough that it can, for example, explain its reasoning on a
Q&A task, or verbally report its progress and identify objects during model assembly.

It should also be noted that agents play a crucial role for any ML system.The central feature of agency is
that an agent chooses a particular action because it “expects it” to delivera desirable certain outcomeagents are
systems whose outputs are moved by reasons (Dennett, 1987). Main characterizations of agents include:

e An agent is a system whose behavior can be compressed with respect to an objective function (Orseau et

al., 2018).

e “An optimizing system is ... a part of the universe [that] moves predictably towards a small set of target

configurations” (Flint, 2020).

e A goal-directed system has self-awareness, planning, consequentialism, scale, coherence, and flexibility

(Ngo, 2020).

e The intentional stance:An agent’s behavior can be usefully understood as trying to optimize an objective

(Dennett, 1987).

e Cybernetics:An agent’s behavior adapts to achieve an objective (e.g. Ashby, 1956; Wiener, 1961).
o Decision theory / game theory / economics / Al: An agent selects a policy to optimize an objective.

Despite their agency, ML modelscan still become prone to adversarial attacks, therefore there is a need to
determine how to prevent adversarial attacks and to develop reliable models. Nelson and Stolterman (2014)
called this prioritization appreciative judgment.
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As design is highly dependent on context, navigational judgment assists designers in adjusting their
approach to the changing situational realities of a design situation. Designers use navigational judgment as a
toolto deal with unpredictable situations such as adversarial attacks in ML models (Nelson & Stolterman, 2014).

When making design judgments on ML models, what would be needed to either complement or supplant
example-driven trained neural network systems is the socalled common sense, which refers to the ability to see
things that to many human-beings seem obvious, to draw fast and simple, obvious conclusions (Brachmann,
2005). To achieve this within a large number of domains, the model should learn many domain-specific sub-
tasks (e.g., filtering different kinds of noise or focusing on a specific detail), which can only be learned from a
semantically diverse dataset.

There are three reasons why model evaluation plays a crucial role:
1. To estimate the generalization accuracy, the predictive performance of a model on future (unseen) data.
2. Toincrease the predictive performance by tweaking the learning algorithm and selecting the best-
performing model from a given hypothesis space.
3. To identify the machine learning algorithm that is best-suited for the problem at hand.

One of the probably most common technique for model evaluation is k-fold cross-validation. Here, the
main idea behind cross-validation is that each sample in a dataset has the opportunity of being tested. k-fold
cross-validation is a special case of cross-validation where one iterates over a dataset set k times. In each round,
one splits the dataset into k parts: one part is used for validation, and the remaining k — 1 parts are merged into a
training subset for model evaluation.

Although, developers may prefer simpler models for several reasons, Domingos made a good point
regarding the performance of “"complex™ models. As he mentions in his article, "Ten Myths About Machine
Learning:" "Simpler models are preferable because they’re easier to understand, remember, and reason with.
Sometimes the simplest hypothesis consistent with the data is less accurate for prediction than a more
complicated one."

Using these procedures, one has to bear in mind that the aim is then to not compare between models yet
different algorithms that produce different models on the training folds.

Regardless of the techniques used, there should be an alignment between these models and human
values. At a high-level, the main approach to alignment focuses on engineering a scalable training signal for
very smart Al systems that is aligned with human intent. It has three main pillars:

= Training Al systems using human feedback: The aim is to train a class of models derived from pre-trained
language models so that they are trained to follow human intent: both explicit intent given by an
instruction as well as implicit intent such as truthfulness, fairness, and safety.

- Training Al systems to assist human evaluation: In order to scale alignment, engineers prefer to use
techniques like recursive reward modeling (RRM), debate, and iterated amplification.

- Training Al systems to do alignment research:As there is indefinitely no scalable solution a more
pragmatic approach might be building and aligning a system that can make faster and better alignment
research progress than human-beings can.

The ultimate goal is to train models to be so aligned that they can off-load almost all of the cognitive
labor required for alignment research.

Importantly, there is a need for “narrower” Al systems that have human-level capabilities in the relevant
domains to do as well as human-beings on alignment research.
There are various other techniques to update model parameters, yet given the scope of this study, the next
section will explain related techniques for developing recommender systems.

Recommender Systems

The main goal of a recommender system is to produce features from both videos and text (i.e., the user
question), jointly allowing their corresponding inputs to interact.

One main challenge for recommender systems relates to the use of language models for ML as they may
not be inherently grounded in the physical world due to the lack of interaction during the training process.

Another challenge is embedding videos into deep learning models such as recommender systems which
require more sophisticated solutions such as objects in a scene, as well as temporal information, e.g., how things
move and interact, both of which must be taken in the context of a natural-language question that holds specific
intent.
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To improve the quality, one can collect ground-truth labels from the platform dataset and categorize
factors that affect quality perception into three high-level categories: (1) content, (2) distortions, and (3)
compression.

Moreover, security and privacy threats of ML models should also be taken into account as adversaries
can stage effective attacks against these systems and potentially obtain sensitive information used in training the
models.

During training, ML models go through episodes, each of which consists of a trajectory or sequence of
actions and states.

A more effective way for automatically designing deep learning architectures could be to define a search
space, made up of various potential building blocks that could be part of the final model. In this way, the search
algorithm finds the best candidate architecture from the search space that optimizes the model objectives, e.g.,
classification accuracy.

Within the light of this information, amodel architecture can be developed in two stages:

- Search: In the search stage, to find an optimal path for each domain jointly, an individual reinforcement
learning (RL) controller is created for each domain, which samples an end-to-end path (from input layer
to output layer).

At the end of the search stage, all the sub-networks are combined to build a heterogeneous architecture
for the model.

- Training: For this to work, it is necessary to define a unified objective function for all the domains. An
algorithm that adapts throughout the learning process should be designed such that losses are balanced
across domains.

This is an efficient solution to build a heterogeneous network to address the data imbalance, domain
diversity, negative transfer, domain scalability, and large search space of possible parameter sharing strategies
for machine learning.

Design Methodology

Using the co-design approach, this study explores how to understand the reliability of a model in novel
scenarios.

Co-design generally refers to the collaboration between researchers and users to produce digital artefacts
(Barbera et al., 2017; Cober et al., 2015). The co-design process differs from other methods of design in that it
operates “bottom-up” with users being active participants in the design process, who provide critical insight into
daily work practices and the existing context.

This study suggests three general categories of requirements for designing reliable machine learning (ML)
systems:

(1). they should accurately report uncertainty about their predictions (“know what they don’t know”);
(2). they should generalize robustly to new scenarios (distribution shift); and
(3). they should be able to efficiently adapt to new data (adaptation).

The process model of a co-design session is divided into three phases: establishing context, design, and
presentation.

Phase One: Establishing Context
The objective of this stage is to create a shared understanding of aspects such as content, resources, and
challenges of the recommender system to be developed.

Phase Two: Design

Individual team members are encouraged to make proposals, adapt, or expand on ideas and ask
questions. A common trend among both high- or low-structured approaches to co-design is the use of physical
artifacts to support a shared understanding of the design (Barbera et al., 2017).

Phase Three: Presentation and Documentation

During this process, the researchers document, both visually and in text form, the design decisions that
are agreed on by the group. At the end of stage three, an initial design has been created, agreed upon, and
translated into a graphical format, which can be clearly interpreted by all parties involved.

www.ijlret.com 26 | Page


https://arxiv.org/pdf/1611.01578.pdf
https://arxiv.org/pdf/1611.01578.pdf
https://arxiv.org/pdf/1611.01578.pdf
https://link.springer.com/article/10.1007/s41686-022-00064-2#ref-CR4
https://link.springer.com/article/10.1007/s41686-022-00064-2#ref-CR7
https://link.springer.com/article/10.1007/s41686-022-00064-2#ref-CR4

International Journal of Latest Research in Engineering and Technology (IJLRET)
ISSN: 2454-5031
www.ijlret.com || Volume 08 - Issue 11 || November 2022 || PP. 24-30

Recommendations
When it comes to designing ML models such as recommender systems, the following suggestions can be
taken into account:

1. Defining the goal:
Goals can include:
e user retention,
e increased revenue,
e cost reduction.

If the global task of a recommender systemis to select a shortlist of content from a large catalog one
choice might be to focus on the history of the user’s interaction with the service. Yet, “good recommendations”
from a user perspective and from a business perspective are not always the same thing.

2. Finding the Optimal User Touch point:
When a decision has been made on the global goal, the best way to display recommendations need to be

made. For instance, in the case of recommender systems, display of recommendations can occur:

e inthe feed

e push notifications,

e email newsletter,

o the section with personalized offers in a personal account,

e or other sections on the site/application.

Many factors influence the choice of touchpoint such as push notifications or the complexity of
integration with ML microservice.

As ML should ideally be implemented when it is seen by the maximum number of users, using ML at
this point would be impractical. The main rule here is to integrate ML where it will make the biggest increase in
business metrics.

3. Collecting Diverse Feedback:
Feedback is the actions a user can take to demonstrate how they feel about the content. To build a
recommender system, there is a need to learn how to collect different types of feedback:

Explicit:
This can be a rating by any scale or a like/dislike.

Implicit:
This can include;
o the amount of time a user spends on the content,
o the number of visits to the content page,
e the number of times one shares the content on social networks or sends it to friends.

Feedback should correlate with the business goals of the recommender system.

Some important technical points to consider are:

o Expanding user feedback channels:In addition to the time spent on the page, one can start collecting
user comments and determining their tone.

o Keeping a history of user feedback: This helps one to identify insights in long-term users’ behavior.
Also, a large amount of historical data will allow one to compare models without running AB tests, in
an offline format.

e Collecting data on all platforms

4. Defining Business Metrics:
ML experts got used to working with the metrics of ML algorithms: precision, recall, etc.businesses
might be interested in other indicators such as:
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session depth,

conversion to click//view,

retention,

average click per user

5. Segmenting Users:
From a business perspective, the audience of the site can be very heterogeneous in various ways
including;
e socio-demographic characteristics,
e activity on the service (humber of feedback, frequency of visits),
e Qeo-positions,

The system should provide the ability to calculate metrics in different user sections, to notice the
improvement (or deterioration) of metrics in each particular segment.For example, there can be two large
segments:

o “high activity” — users visit the app frequently and watch a lot of content,
o “low activity” — users visit the app rarely.

6. Determining the Right Offline Metrics:

When the feedback data is collected and the business metrics are selected, there is a choice of offline
metrics, which can optimize a model, such asprecision@k or recall@K,

One can choose offline metrics that correlate with business metricsby calculating the correlation between
offline and online metrics.

7. Creating a Baseline Model:

Rather than trying to use the most complex models to solve the problem one can start with simpler
approaches instead of neural networks. This simple model is called a baseline.

For example, one can consider using a simple approach based on the k-Nearest neighborhoods algorithm
to create a service for recommending content in push notifications, and only in the second iteration, move to a
more complex boosting model.

8. Choosing the ML Algorithm and Discard the Worst Models:
The next step is to train more complex models. Recommender systems usually use both neural networks
and classical ML algorithms:
Matrix factorization,
LogisticRegression,
KNN (user-based, item-based),
Boosting.

One can also prefer to count offline metrics already accumulated in the feedback system. In this way, one
can distinguish very bad models from “not quite bad ones” in order totest the “not quite bad model”.

9. Run Everything Through the AB Testing System:

Without good analytics, one either can’t see the effect of a recommender system, or one can misinterpret
the data, which can cause business metrics to deteriorate.

This is why AB tests need to measure both short-term and long-term effects.When conducting AB tests,
one need to ensure that the samples in the test and control groups are representative.

10. Remember the Classic Problems in Production:
When rolling out the algorithm “in production” it is necessary to provide a solution to a number of
classic problems.
o Users’ cold start: What to recommend to those who haven’t left feedback? One can make lists of
globally popular content and make them as diverse as possible to be more likely to “hook” the user.
o A feedback loop: One can show the content to the user, then collect feedback, and run the next
learning cycle on that data. In this case, the system learns from the data it generates itself. To avoid
this trap, one can usually allocate a small percentage of users who receive random output instead of

www.ijlret.com 28 | Page



International Journal of Latest Research in Engineering and Technology (IJLRET)
ISSN: 2454-5031
www.ijlret.com || Volume 08 - Issue 11 || November 2022 || PP. 24-30

recommendations — with this design, the system will be trained not only on its own data but also on
users’ interactions with randomly selected content.

Each of these suggestions might have their own advantages and dis-advantages. Based on the context and
requirements of the model to be developed, relevant methods can be selected. It should be taken into account
that there is no single one, best approach that would work for all models.

Conclusion

Design is a complex process and designing for ML models can certainly be much more complex. Despite
the progress made in the field and the rise of large-scale pre-training models, the data confronting models in
real-world settings rarely match the training distribution which can ultimately affect the reliability of a model.

This study explored the use of co-design approaches for developing reliable design frameworks for deep
learning in the context of recommender systems. It aims to raise awareness on how to develop reliable ML
models.

While much work needs to be done in this field, the study provides some practical steps to be followed
when it comes to developing reliable models. Although the study provided an architecture and model
recommendations for a recommender system, the main points should be relevant for any other ML-driven model
as well.
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